Technological
Advancement

Protection

Our Policy

KAW Protection Group (referred to as "KAW" in this policy) recognizes the importance of technological
advancement in the security services industry. This policy outlines KAW's commitment to leveraging
technological advancements to enhance the efficiency, effectiveness, and innovation of our security services.
KAW is dedicated to adopting and utilizing technologies that align with our business objectives, adhere to
Australian standards and regulations, and contribute to providing exceptional service to our clients. We will
continuously monitor, evaluate, and implement new technologies while ensuring their responsible use.

1. Objective:

The objective of this policy is to establish a comprehensive framework for the identification, evaluation,
adoption, and responsible use of technological advancements within KAW Protection Group. This policy aims
to:

a. Foster a culture of technological innovation, agility, and continuous improvement to meet the
evolving needs of our clients and the security services industry.

b. Identify and assess emerging technologies that have the potential to enhance our operational
capabilities, improve service delivery, and optimize business processes.

c. Ensure the ethical, secure, and responsible use of technology, protecting the privacy and data of
clients, employees, and stakeholders.

d. Facilitate effective integration, training, and ongoing support for adopted technologies to
maximize their benefits and mitigate associated risks.

e. Stayinformed about industry trends, Australian standards, regulatory requirements, and best
practices related to technological advancements in the security services industry.

2. Technology Evaluation and Adoption:

KAW shall establish a systematic and comprehensive process for evaluating and adopting new technologies.
This includes the following steps:

a. Technology Identification:

i.  Maintain awareness of emerging technologies through industry research, participation in conferences,
and engagement with technology vendors and experts.

ii. Establish cross-functional teams, including representatives from relevant departments, to identify and
evaluate potential technologies based on predefined criteria such as alignment with business goals,
scalability, security, usability, and compliance with Australian standards and regulations.
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b. Technology Assessment:

Conduct thorough assessments of potential technologies, considering factors such as functionality,
compatibility with existing systems, integration capabilities, cost-benefit analysis, potential risks, and
adherence to applicable laws and regulations.

Engage relevant stakeholders, including IT, operations, legal, and compliance teams, to evaluate the
technical, operational, and regulatory implications of adopting specific technologies.

c. Pilot Programs and Testing:

Conduct pilot programs and testing of selected technologies to evaluate their performance,
functionality, usability, and compatibility within KAW's operational environment.

Define clear success criteria and performance indicators for pilot programs to assess the feasibility,
effectiveness, potential impact, and adherence to Australian standards and regulations.

d. Approval and Implementation:

Obtain necessary approvals, such as executive or management sign-off, before proceeding with the
full-scale implementation of adopted technologies.

Develop a comprehensive implementation plan that includes timelines, resource allocation, training
requirements, change management strategies, and compliance with Australian standards and
regulations.

e. Vendor Due Diligence:

Conduct thorough due diligence when selecting technology vendors, assessing their track record,
reputation, security practices, compliance with Australian standards and regulations, and ability to
provide ongoing support.

Establish clear contractual agreements with vendors, addressing data ownership, intellectual property
rights, service level agreements, warranty, support, and the ability to audit their systems and
practices.

3. Responsible Technology Use:

KAW is committed to promoting the responsible and ethical use of technology throughout the organization.
This includes the following measures:

a. Data Privacy and Security:

Ensure that the collection, storage, processing, and transmission of data through technology systems
comply with relevant Australian privacy laws, regulations, and industry best practices.

Implement robust data protection measures, including encryption, access controls, regular security
assessments, and compliance with data breach notification requirements.

b. Ethical Use of Artificial Intelligence (Al) and Automation:

Use Al and automation technologies responsibly, ensuring they align with ethical standards, respect
privacy rights, and do not contribute to bias, discrimination, or unethical decision-making.
Regularly review Al models and algorithms to detect and address any biases, inaccuracies, or
unintended consequences that may arise.
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c. Compliance with Australian Standards and Regulations:

i. Ensure that adopted technologies adhere to relevant Australian standards, certifications, and
regulations, such as those related to data protection, cybersecurity, privacy, and electronic security.

ii. Regularly review and update technology practices and procedures to maintain compliance with
evolving Australian standards and regulations.

d. Employee Training and Awareness:

i. Provide comprehensive training programs to employees on the responsible use of technology, data
privacy, security best practices, and compliance requirements.

ii. Foster a culture of continuous learning and skill development, promoting certifications, workshops,
and professional development opportunities related to technology utilization and adherence to
Australian standards and regulations.

e. Incident Response and Management:

i. Establish incident response and management protocols specific to technology-related incidents,
including data breaches, cybersecurity threats, system failures, and unauthorized access.

ii. Conduct regular drills and exercises to test the effectiveness of incident response plans and ensure the
readiness of employees to respond to technology-related incidents.

4. Technology Integration and Support:

KAW shall ensure effective integration and ongoing support for adopted technologies. This includes the
following actions:

a. Integration and Interoperability:

i.  Plan and execute seamless integration of new technologies with existing systems and processes,
ensuring minimal disruption and maximizing operational efficiency.

ii. Assess interoperability and compatibility with other technology platforms to enable data sharing,
collaboration, system integration, and adherence to Australian standards and regulations.

b. Training and Skill Development:

i. Provide comprehensive training programs to employees to develop the necessary skills and expertise
required to effectively use, maintain, and support adopted technologies.

ii. oster a culture of continuous learning and skill development, promoting certifications, workshops, and
professional development opportunities related to technology utilization and adherence to Australian
standards and regulations.

c¢. Ongoing Maintenance and Support:

i.  Establish robust maintenance and support processes for adopted technologies, ensuring regular
updates, patches, upgrades, and vendor support to address security vulnerabilities, optimize
performance, and maintain compliance with Australian standards and regulations.

ii. Maintain effective communication channels and support mechanisms for employees to seek
assistance, report issues, and provide feedback on technology usage.

5. Monitoring and Evaluation:

KAW shall regularly monitor, evaluate, and optimize the effectiveness of adopted technologies. This includes
the following actions:

a. Performance Monitoring:
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Establish key performance indicators (KPIs) and metrics to measure the impact, efficiency,
effectiveness, and compliance of adopted technologies.

Monitor and analyse data to assess the performance of technologies, identify areas for improvement,
drive continuous optimization, and ensure adherence to Australian standards and regulations.

b. User Feedback and Satisfaction:

Seek feedback from employees, clients, and relevant stakeholders regarding the usability,
functionality, performance, and overall satisfaction with adopted technologies.

Incorporate user feedback into the evaluation, enhancement, and optimization processes to address
any identified issues or areas requiring improvement.

c. Technology Audits and Compliance:

Conduct periodic audits and assessments of technology systems to ensure compliance with relevant
Australian laws, regulations, industry standards, and internal policies.

Identify and address any non-compliance issues, vulnerabilities, or areas of improvement to maintain
a secure, compliant, and high-performing technology environment.

6. Collaboration and Innovation:

KAW shall foster collaboration and innovation in the adoption and utilization of technologies. This includes the
following actions:

a. Collaboration with External Partners:

Foster partnerships and collaborations with technology vendors, industry experts, research
institutions, and other stakeholders to leverage their expertise, insights, and innovations.
Participate in industry forums, conferences, and working groups to stay updated on emerging
technologies, trends, Australian standards, regulatory requirements, and best practices.

b. Innovation Programs and Ideation:

Establish channels and programs to encourage employees to contribute innovative ideas, suggestions,
and feedback related to technology utilization, advancements, and adherence to Australian standards
and regulations.

Recognize and reward employees for their contributions to technology innovation, optimization, and
the identification of opportunities for improvement.

¢. Continuous Improvement:

Foster a culture of continuous improvement by regularly reviewing and updating technology policies,
procedures, strategies, and practices to align with industry advancements, emerging security
challenges, Australian standards, and regulatory requirements.

Encourage employees to share lessons learned, best practices, success stories, and ideas related to
the responsible use of technology, adherence to Australian standards and regulations, and
optimization of technology-driven processes.
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