Confidentiality &
Data Protection

Protection

Our Policy

KAW Protection Group (referred to as "KAW" in this policy) is committed to maintaining the confidentiality,
integrity, and security of all confidential and sensitive information entrusted to us by our clients, employees,
and stakeholders. This policy establishes the framework for the protection of confidential information, data
privacy, and compliance with relevant Australian laws, regulations, and industry standards.

1. Our Objective

The objective of this policy is to ensure the proper handling, storage, transmission, and disposal of confidential
information and personal data within KAW Protection Group, in accordance with the Australian Privacy
Principles (APPs) and the Privacy Act 1988 (Cth). This policy aims to:

a. Safeguard the confidentiality, integrity, and availability of all confidential information and personal
data.

b. Establish clear guidelines for the collection, use, retention, and disclosure of personal data in
compliance with the APPs.

C. Comply with the requirements of the Privacy Act 1988 (Cth) and other applicable Australian data
protection laws and regulations.

d. Promote a culture of data privacy, confidentiality, and responsible data handling throughout the

organization.
2. Definitions
a. Confidential Information:

i Client Confidential Information: Any information provided by clients to KAW that is not publicly
available and is protected by law or agreement, including, but not limited to, trade secrets,
business plans, financial information, intellectual property, and proprietary information.

ii. Employee Confidential Information: Any personal information related to employees, including,
but not limited to, employment records, compensation details, health information, and
disciplinary records.

iii. Stakeholder Confidential Information: Any confidential information provided by stakeholders,
partners, or third-party vendors to KAW.

b. Personal Data:

i Personal Identifiable Information (Pll): Any information that identifies or can be used to identify
an individual, including, but not limited to, name, address, phone number, email address, social
security number, driver's license number, passport number, and biometric data.

ii. Sensitive Personal Data: Any personal data that requires additional protection due to its sensitive
nature, including, but not limited to, health information, financial information, criminal records,
and ethnic origin.
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3. Confidentiality and Data Protection Principles:
a. Confidentiality:

i Access Control: Limit access to confidential information to authorized personnel who require such
information to perform their duties. Implement strong authentication mechanisms, such as
unique usernames, passwords, and access controls, to ensure authorized access and prevent
unauthorized disclosure.

ii. Physical Security Measures: Implement appropriate physical security measures, such as secure
storage facilities, restricted access areas, surveillance systems, and visitor management protocols,
to protect physical documents and storage devices containing confidential information.

iii. Technical Security Measures: Implement and maintain robust technical security measures,
including firewalls, intrusion detection systems, encryption, antivirus software, and secure
network protocols, to protect electronic confidential information from unauthorized access,
disclosure, alteration, or destruction.

iv. Confidentiality Agreements: Maintain confidentiality agreements and non-disclosure agreements
with employees, contractors, and third-party vendors who have access to confidential
information. Clearly define the responsibilities, obligations, and consequences of breaching these
agreements.

b. Data Protection:

i. Consent and Legitimate Purpose: Obtain appropriate consent and ensure a legitimate purpose for the
collection, use, and disclosure of personal data. Inform individuals about the purpose of data
collection and obtain their consent in a clear and transparent manner. Ensure that personal data is
collected and processed only for specified, explicit, and legitimate purposes consistent with the APPs.

ii. Data Minimization: Collect and retain only the personal data that is necessary for the intended
purpose. Regularly review data holdings and implement measures to minimize the collection and
storage of unnecessary personal data. Anonymize or pseudonymize personal data whenever possible
to reduce the risks associated with data processing.

iii. Data Accuracy and Quality: Take reasonable steps to ensure the accuracy and integrity of personal
data. Implement processes to regularly review and update personal data to maintain its accuracy,
relevance, and currency. Provide individuals with mechanisms to access and correct their personal
data as required.

iv. Data Retention: Retain personal data only for the duration required to fulfill the purposes for which it
was collected, or as required by law or contractual obligations. Develop and implement data retention
policies and procedures that specify the retention periods for different categories of personal data and
ensure secure disposal or anonymization of personal data when it is no longer needed, in accordance
with the APPs.

v. Data Security:

a. Technical Measures: Implement and maintain appropriate technical security measures to
protect personal data against unauthorized access, loss, or disclosure. This includes
encryption, access controls, secure transmission protocols, regular vulnerability assessments,
and penetration testing, in compliance with the APPs.

b. Organizational Measures: Establish and enforce policies, procedures, and guidelines for the
secure handling, storage, transmission, and disposal of personal data. Provide ongoing
training and awareness programs to employees to educate them about data security best
practices and their responsibilities in protecting personal data.

c. Incident Response: Develop and implement an incident response plan to address and
manage data breaches or security incidents. Establish procedures for reporting, investigating,
and responding to data breaches promptly and effectively, as required by the APPs.

vi. Data Subject Rights: Respect and facilitate the exercise of data subject rights, including the right to
access, correct, restrict processing, and delete personal data. Establish processes and procedures to
handle data subject requests promptly and effectively. Provide individuals with clear information
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vii.

about their rights and the mechanisms available for exercising those rights in accordance with the
APPs.

Data Transfers: Ensure that personal data transfers comply with the requirements of the APPs.
Implement appropriate safeguards, such as data transfer agreements, standard contractual clauses, or
other approved mechanisms, when transferring personal data to countries outside Australia, ensuring
an adequate level of protection for personal data.

4. Confidentiality and Data Protection Policies

a. Management Responsibilities:

Management shall ensure that this policy is communicated, understood, and followed throughout the
organization. They shall appoint a designated data protection officer or team responsible for
overseeing compliance with data protection and confidentiality obligations under the APPs and
Privacy Act 1988 (Cth).

Management shall allocate appropriate resources and support to ensure the effective implementation
and enforcement of this policy. This includes providing training, awareness programs, and ongoing
guidance to employees regarding data protection and confidentiality requirements in accordance with
the APPs.

Management shall conduct periodic reviews, audits, and risk assessments to assess compliance with
this policy, the APPs, Privacy Act 1988 (Cth), and other applicable Australian data protection laws and
regulations. They shall take appropriate corrective actions if non-compliance is identified.

b. Employee Responsibilities:

All employees shall be responsible for protecting confidential information and personal data in their
possession or under their control. They shall ensure compliance with this policy, the APPs, Privacy Act
1988 (Cth), and other applicable Australian data protection laws and regulations.

Employees shall adhere to the guidelines, procedures, and safeguards outlined in this policy and any
related policies or procedures. They shall exercise due care and diligence in handling, storing,
transmitting, and disposing of confidential information and personal data in accordance with the APPs.
Employees shall report any known or suspected breaches of confidentiality or data protection to their
supervisors or designated data protection officer. They shall promptly report any incidents, breaches,
or security vulnerabilities that could compromise the confidentiality or integrity of data, in compliance
with the APPs.

5. Compliance and Monitoring

a.

KAW shall comply with the requirements of the APPs, Privacy Act 1988 (Cth), and other applicable
Australian data protection laws and regulations.

Regular assessments, audits, and inspections shall be conducted to monitor compliance with this
policy, the APPs, Privacy Act 1988 (Cth), and other applicable requirements.

Non-compliance with this policy, the APPs, Privacy Act 1988 (Cth), or other applicable Australian data
protection laws and regulations may result in disciplinary action, up to and including termination of
employment or contractual relationships.

KAW PROTECTION GROUP | Confidentiality & Data Protection



